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Disclaimer

All materials or explanations (not restricted to the following presentation slides) (collectively "Material”) have been and are prepared in general
terms only. The Material is intended as a general guide and shall not be construed as any advice, opinion or recommendation.

In addition, the Material is limited by the time available and by the information made available to us. You should not consider the Material as
being comprehensive as we may not become aware of all facts or information. Accordingly, we are not in a position to and will not make any
representation as to the accuracy, completeness or sufficiency of the Material for your purposes.

The application of the content of the Material to specific situations will depend on the particular situations involved. Professional advice should be
sought before the application of the Material to any particular circumstances and the Materials shall not in any event substitute for such
professional advice.

You will rely on the contents of the Material at your own risk. While all reasonable care has been taken in the preparation of the Material, all
duties and liabilities (including without limitation, those arising from negligence or otherwise) to all parties including you are specifically
disclaimed.
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Key objectives
What you can expect from this session

> Learn about data leakage
cases in Thai corporations
> Identify root cause
and lesson learnt

. 3 Suggestions / Practical advices
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What is Data Leakage?

Enterprise Data Lifecycle
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Deloitte Discovery
Why do we show up at a crisis?
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Why could data leak?
Because it flows ...
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Sensitive data such as
personal information,
financial data, and
intellectual property
moves horizontally across
organizational
boundaries, including
vertical business processes
(e.g., order fulfilment
process).




Technology elements in the business
And why they can lead to data leakage

Hardware
Server, End-user hardware, Mobile device

Network
Network hardware, Network software

Software
Application system, Database, System software
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Physical damage / Loss /
Theft

Channel of Intrusion and
Exfiltration, Catalyst for
pervasiveness

Has been overlooked, not
properly managed

Is this the most vulnerable?

1

Reputational risk
Regulatory risk
Financial risk
Operational risk




Deloitte’s DLP in Action
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Key Considerations
To assess your data leakage risks

« What information or data elements present the most
risk?

« What locations or business units present the most risk?
« What are our mitigating controls?

« How robust of a governance structure and incident
response workflow do we need to support our goals and
mitigate our risks?

« What type of resourcing do we need to support
management of the tool and the incidents it generates
on an on-going basis?
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Data-at-rest

+ What types of data repositories does the solution need to be
able to scan?

+ What do we plan to do with the data once it is found?

Data-in-motion

» Do we care about outgoing transmissions only, or incoming
and internal as well?

* What protocols do we need to monitor and protect?

« Do we need to block or encrypt traffic?

Data-in-use

« What platforms does the solution need to support?

* What do we want the tool to accomplish when users are not on
the network?
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Examples of guidelines from recognized institutes

INTERNATIONAL ISO/IEC
STANDARD 27035

Information technology — Security
techniques — Information security

incident management

] NST e
Stordord) ond lechnalogy
U S Deporsmart of Cormmertn
Incident Handling Guide
Recommendations of the National Institute
of Standards and Technology
Paul Cichonski
Tom Miler
Tm Grance
Karen Scarfone
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ISO/IEC 27035:2016 - Information technology
incident management

NIST Special Publication 800-61 Revision 2 -
Computer Security Incident Handling Guide

SANS institute - Various contents ...

And many more from other organizations...

« https://www.alienvault.com/resource-center/ebook/insider-
guide-to-incident-response

« https://www.crest-approved.org/wp-

content/uploads/2014/11/CSIR-Procurement-Guide.pdf
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IT Asset Management (ITAM)

Efficient ITAM could mitigate risks on data leakage
and help you comply with regulations

- Detailed inventory of IT assets could help data controllers analyze their
current IT resources used to process personal data and asses the risk of
data breach.

« Appropriate internal controls or counter measure could be
implemented to mitigate data breach risk.

« In case of data breach, ITAM will help the data controllers/processors
notify the regulators by answering their questions such as:

o What assets/data were affected?
o Who was affected? Who had the access to the assets?
o Where was the affected assets located? Where was the data processed?

o How will data controller response to the breach? How many
stakeholders were affected?

» Overall, ITAM could help data controllers understand their IT
landscape, optimize IT costs and provide a foundation for
complying to regulations.
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Contact

Thanwa Wathahong
Director - Deloitte Forensic
twathahong@deloitte.com

Thanwa is a Director at Deloitte Forensic practice in Thailand. He focuses on Digital and Cyber forensics, Discovery and
Corporate Investigation, Forensic Analytics, Cyber incident response, Business Intelligence, Anti-Bribery & Corruption, Fraud
Risk Management, Litigation Support & Dispute Analysis, and Fraud Detection, Monitoring and Fraud Management System.

He holds two bachelor’s degrees; in Computer Engineering and Law, plus MBA in Finance.

He is also:

« A guest lecturer in Fraud Analysis and Detection at the Master of science program in Cyber security and information
assurance (international program), Mahidol University

« A trainer at Federation of Accounting Professions, Thailand.
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Deloitte

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee ("DTTL"), its network of member firms, and their
related entities. DTTL and each of its member firms are legally separate and independent entities. DTTL (also referred to as “Deloitte Global”) does not provide
services to clients. Please see www.deloitte.com/th/about to learn more about our global network of member firms.

Deloitte provides audit & assurance, consulting, financial advisory, risk advisory, tax & legal and related services to public and private clients spanning multiple
industries. Deloitte serves four out of five Fortune Global 500® companies through a globally connected network of member firms in more than 150 countries and
territories bringing world-class capabilities, insights, and high-quality service to address clients’ most complex business challenges. To learn more about how
Deloitte’s approximately 264,000 professionals make an impact that matters, please connect with us on Facebook, LinkedIn, or Twitter.

About Deloitte Southeast Asia

Deloitte Southeast Asia Ltd — a member firm of Deloitte Touche Tohmatsu Limited comprising Deloitte practices operating in Brunei, Cambodia, Guam, Indonesia, Lao
PDR, Malaysia, Myanmar, Philippines, Singapore, Thailand and Vietnam - was established to deliver measurable value to the particular demands of increasingly intra-
regional and fast growing companies and enterprises.

Comprising approximately 330 partners and 8,000 professionals in 25 office locations, the subsidiaries and affiliates of Deloitte Southeast Asia Ltd combine their
technical expertise and deep industry knowledge to deliver consistent high quality services to companies in the region.

All services are provided through the individual country practices, their subsidiaries and affiliates which are separate and independent legal entities.

About Deloitte Thailand
In Thailand, services are provided by Deloitte Touche Tohmatsu Jaiyos Co., Ltd. and its subsidiaries and affiliates.

This communication contains general information only, and none of Deloitte Touche Tohmatsu Limited, its member firms, or their related entities (collectively, the
“Deloitte Network”) is, by means of this communication, rendering professional advice or services. Before making any decision or taking any action that may affect
your finances or your business, you should consult a qualified professional adviser. No entity in the Deloitte Network shall be responsible for any loss whatsoever
sustained by any person who relies on this communication.
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